
45 

 

Int. J. of Electronics Engineering and Applications, Vol. 9, No. 2, April-June 2021 

 

 

DATA PUBLICATION BASED ON DIFFERENTIAL PRIVACY IN 

V2G NETWORK 

 

 

 Xiong LIU and Haiqing LIU  

 

 

ABSTRACT 

 
Nowadays, the massive amount of data from V2G networks makes many important data mining 

applications possible and improves the quality of our daily lives. However, data privacy protection in 

the V2G network has also attracted great attention when data is released to a third party for analysis. 

In response to this problem, this paper proposes a dynamic data publishing algorithm based on 

differential privacy. Combined with the idea of data prediction, we propose a combined prediction 

model to predict the data, adaptively sample according to the prediction error, and then dynamically 

allocate a privacy budget to the sampling points. , And finally release streaming data that meets w-

event-level privacy. We experiment on real data sets. Compared with traditional input data set noise 

injection methods, the proposed algorithm improves data availability and reduces publishing errors 
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1. INTRODUCTION 

 

With the rapid development of new energy technologies, electric vehicles have gradually become 

popular. Due to the limitations of on-board battery technology, EVs need to frequently visit charging 

piles for charging. A large amount of data stream information with user privacy is continuously 

collected and aggregated. This data can be used by third-party scientific research institutions and 

enterprises to provide data services (charging service providers provide users with personalized 

services and guide electric vehicle load forecasting. Power grid dispatching work, etc.), data owners 

need to publish and share part of the data they own to third parties. If the data owner directly releases 

the data, it may seriously damage the privacy of the user, because the data information involves a lot 

of sensitive information [1]. 

Differential privacy, as a de facto privacy paradigm, requires the output of data query results to be 

roughly the same, so that the adversary cannot judge whether a single tuple in the database has been 

modified. It has a strong theoretical proof that it has been widely used to protect data stream release 

User privacy in [2]. Specifically, these studies can be further divided into two paradigms: event-level 

privacy and user-level privacy. The former protects any single time at a specific time stamp, while 

the latter protects all events of any individual at the entire time stamp. Literature [3] combines event-

level differential privacy and user-level differential privacy, and proposes a new concept of w-event 

privacy on infinite streams. w-event privacy, which protects any sequence of events that occur within 

any window of the w timestamp. For w=1, w-event privacy is equivalent to event-level privacy, and 

when w is infinite, it is equivalent to user-level privacy. 

Based on the above research, literature [4] proposes that the protection of discharge privacy is an 

important work that needs to be studied in the future. At the same time, how to ensure the online 

disclosure of the charging and discharging data of electric vehicle users, electronic bills, etc. is also 

a problem to be solved. However, no specific solutions and methods have been given. Literature [5] 

proposed a new differential privacy real-time aggregation statistical framework FAST based on 

filtering and adaptive sampling. The framework uses differential privacy technology to publish 

sampling point data, and predicts and publishes non-sampling point data, which reduces the cost of 

privacy publishing. Wang et al. [6] proposed the RescueDP scheme. By dynamically grouping related 

dimensions, while realizing w-event privacy, it greatly improves the utility of the published multi-

dimensional data. Zhang et al. [7] proposed a streaming histogram publishing algorithm SHP based 

on sliding window segmentation. In the adaptive sampling mechanism, the SHP algorithm is based 

on the current sliding window and relies on an adaptive sampling method for the next moment. 

Counting can save the overall privacy budget. Li et al. [8] combined autoregressive integrated 

moving average model and dynamic sliding window counting, and proposed a data stream 

differential privacy histogram publishing algorithm ASDP-HPA, which improves memory 

utilization. Literature [9] proposed a data self-adaptive multi-dimensional stream real-time 

publishing framework, AdaPub, which can realize w event differential privacy, and at the same time 

effectively improve data practicability by using the spatial and temporal correlations in multi-

dimensional data streams. Literature [10] uses dynamic sampling to process data for vehicle 

trajectory information, uses integrated Kalman filtering of transition probability matrix in prediction 

calculations, and constructs a privacy budget allocation method based on regional privacy weights 

to ensure data privacy and practicability. Literature [11] defines a new concept to measure the utility 

of published data, and proposes an adaptive w-event differential privacy model based on this, but it 

does not consider non-sampling point errors. Based on the existing research work, we propose a 

dynamic data publishing algorithm based on differential privacy for the data publishing problem in 
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the v2g network. Specifically, we propose a data prediction model to improve the accuracy of data 

prediction, and sample the data according to the prediction results. And considering the actual 

situation such as the peak period and trough period of the charging within a day, the data is adaptively 

allocated to the budget, which saves the overall privacy budget and improves the availability of data. 

 

2. PRELIMINARIES AND PROBLEM STATEMENT 

2.1 PRELIMINARIES  

Differential privacy 

Differential privacy given adjacent data sets D and D', they differ by at most one record from 

each other. Given a privacy algorithm A, Rang(A) is the value range of A, if algorithm A outputs 

the result range S on the data sets D and D' arbitrarily, where S belongs to Rang(A) and satisfies 

the following inequality, then algorithm A satisfies ε-differential privacy, and its privacy can be 

measured by the parameter ε: 

Pr[A(D) = O] ≤ exp(ε) × Pr[A(D′) = O]   (1) 

In the inequality, Pr[] controls the randomness of algorithm A, and the parameter ε is used 

to control the degree of privacy protection. From the inequality: the smaller the value of the 

parameter ε, the probability of A(D)=O and A(D')=O The closer the value is, the higher the degree 

of privacy protection of Algorithm A is. 

The global sensitivity defines the adjacent data sets D and D'. For any query function𝑓: 𝐷 → 𝑅𝑑, 

the global sensitivity of the query function is: 

GS = max(𝐷, 𝐷′)‖𝑓(𝐷) − 𝑓(𝐷′)‖1  (2) 

Among them, R represents the real number space mapped by the function, and d represents 

the query dimension of the function f. 

Laplace mechanism, for any function𝑓: 𝐷 → 𝑅𝑑, if the output result of algorithm A satisfies the 

following equation, then A satisfies ε-differential privacy: 

𝑓(𝐷) = 𝑓(𝐷) + 𝐿𝑎𝑝𝑙𝑎𝑐𝑒(
𝐺𝑆

𝜀
)  (3) 

Among them, 𝐿𝑎𝑝𝑙𝑎𝑐𝑒(
𝐺𝑆

𝜀
) represents the added Laplace noise. 

 

2.2 PROBLEM STATEMENT 

V2G network is an important application of the smart grid power distribution terminal. When users 

exchange information with the power grid in both directions, their private information may be 

exposed to unauthorized persons. Therefore, the privacy protection of user data is very important. As 

shown in the [Figure-1], the data publishing model in the V2G network mainly includes two parts: 

The green box is the collection and storage stage of electric vehicle charging and discharging 

information, and the red box is the data release stage. In the data collection and storage stage, it starts 

from BVs and ends with the central server. First, BVs charge and discharge at the corresponding 

charging station to generate information interaction, which contains user privacy information 

(account ID, charging data, etc.), and then the charging station will respond accordingly. The data 

information transmission center server report. According to the charging information, the server 

creates a database D over time. The goal is to continuously release user charging data under the 

circumstance of w event privacy guarantee. In the data release stage, the data is released to a third 

party to provide some value-added services. Considering that the data contains user privacy, the 

trusted server applies an appropriate privacy protection mechanism instead of the true value of the 
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data. The focus of this paper is to design a data release program to protect the data set while 

preventing the leakage of sensitive information while ensuring the availability of the data set. 

 

 
Figure: 1. System model  

 

3 METHOD FRAMEWORK 

On the basis of the above research, we propose a charging data release method based on differential 

privacy. For the data flowing into the window, we use the combined prediction model we proposed 

to predict the data value, and perform adaptive sampling according to the prediction error. In the 

window, for a reasonable allocation of privacy budget, we set the window to be variable according 

to the data dynamics and then use the window size Allocate a privacy budget, and output the 

released data after adding noise. 

In this paper, an adaptive sampling algorithm is proposed by combining Kalman filter and 

ARIMA combined prediction model. Kalman filter is a linear filtering and prediction method, it is 

mainly divided into two steps, prediction and correction. Prediction is to estimate the current state 

based on the state of the previous moment, while correction is to integrate the estimated state and 

predicted state at the current moment to estimate the optimal state. The process of prediction and 

correction is as follows: 

𝑥𝑘
1 = 𝑥𝑘−1 (4) 

Where 𝑥𝑘
1 is the predicted value, and 𝑥𝑘−1 is the corrected value at the previous moment. 

According to the literature [12], the observed value can be approximated by Gaussian noise: 

𝑧𝑘 = �̃�𝑘 + 𝜈 (5) 

𝑃𝑘 = 𝐸[(�̃�𝑘 − 𝑥𝑘
1)(�̃�𝑘 − 𝑥𝑘

1)𝑇] (6) 

𝐾𝑘 = 𝑃𝑘(𝑃𝑘 + 𝑅)−1 (7) 

𝑥𝑘 = 𝑥𝑘
1 + 𝐾𝑘(𝑧𝑘 − 𝑥𝑘) (8) 

𝑃𝑘+1 = (1 − 𝐾𝑘)𝑃𝑘 + 𝑄 (9) 
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Formula 7 is the Kalman gain calculation, Formula 8 is the state correction, that is, the final 

result of Kalman output, and Formula 9 is the error matrix update. 

The differential autoregressive moving average model is a commonly used time series 

analysis model, also called ARIMA. First judge the smoothness of the numerical sequence to 

determine the difference d, and then determine the autoregressive coefficient p and the moving 

average coefficient q through the autocorrelation coefficient ACF and part of the autocorrelation 

coefficient PACF. 

�̂�𝑡 = 𝑢 + 𝜙1 ∗ 𝑦𝑡−1 +⋯+ 𝜙𝑝 ∗ 𝑦𝑡−𝑝 + 𝜃1 ∗ 𝑒𝑡−1 +⋯+ 𝜃𝑞 ∗ 𝑒𝑡−𝑞 (10) 

Among them, ϕ represents the coefficient of AR, and θ represents the coefficient of MA. 

The concept of dynamic weight is introduced here. The so-called dynamic weight refers to 

the continuous adjustment of the combined model weight with the change of the prediction error, 

so that the prediction output with the best accuracy can dominate the total result, and the error 

formula is defined: 

𝑤𝑖(𝑡) = 1 −
|𝑥𝑘−�̂�𝑖(t)|

∑ 𝑒𝑎𝑟,𝑖(𝑡)
𝑛
𝑖

 (11) 

The final prediction result: 

𝑆𝑡 = 𝑤1(𝑡)�̂�1(t) + 𝑤2(𝑡)�̂�2(t) (12) 

The combined prediction model is used to sample the data stream, and the time stamp of 

whether t is sampled or not is calculated according to the difference with the previous publishing 

node. If it is not the sampling point, directly publish the forecast data. If the sampling point 

allocates a privacy budget based on differential privacy requirements, the conditions are as follows: 

|𝑆𝑖 − 𝑑𝑡| < 1/𝜖𝑖 (13) 

If the formula is satisfied, it is a non-sampling point, otherwise the sampling interval is 

updated to i-t, and a privacy budget is allocated. 

In order to reflect this data change and reduce the release error, we use an adaptive window 

to allocate a privacy budget. When the data is flat, there are relatively few sampling points.  

Specifically, we adjust the window size according to the PID mechanism: 

𝐸𝑖 = |
𝑛𝑖

𝑀
−

𝑛

𝑁
| (14) 

Among them, 
𝑛

𝑁
 is the defined optimal sampling frequency, 𝑀 is the number of timestamps 

in the current time period, and 𝑛𝑖 is the number of sampling points in the 𝑀 timestamp. For the 

convenience of calculation, we calculate 𝑀 according to the number of sampling points to obtain 

the current Sampling frequency. 

𝛿𝑖 = 𝐶𝑝 × 𝐸𝑖 + 𝐶𝑖 × ∑ 𝐸𝑜
𝑛
𝑜=𝑛−𝜋−1 + 𝐶𝑑 ×

𝐸𝑖−𝐸𝑗

𝑡𝑖−𝑡𝑗
 (15) 

Use PID error to define the window: 

𝑊𝑡 = N + sign (
𝑛

𝑁
−

𝑛𝑖

𝑀
) × θ × 𝛿𝑖 (16) 

Here sign(.) is a sign function, which controls whether the window is enlarged or reduced, 

and the parameter θ determines the degree of influence of the PID error. Below is our budget 

allocation algorithm. 
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Algorithm 1.The proposed algorithm 

Input: data stream D, Sliding window 𝑤𝑖，Privacy budget ε，the release data at last 

sampling time stamp 𝑑𝑡 

Output: The released charging data �̃�   

Predict the data at each timestamp  𝑆𝑖 ← 𝑝𝑟𝑒(𝐷)  

Determine whether the current timestamp is a sampling point based on the release 

data at last sampling time stamp 𝑑𝑡 

if  |𝑆𝑖 − 𝑑𝑡| > 1/휀𝑖  then 

            Set i as the sampling point, update sampling interval I = i − t 

if 𝑡𝑖 not included in the window 𝑊𝑡 

Calculate the number of sampling points 𝑛𝑖 

Calculate the current sampling frequency 
𝑛𝑖

𝑀
 and update 𝑊𝑡     

Calculate the remaining privacy budget 휀𝑟 = 휀 − ∑ 휀𝑘
𝑖−1
𝑘=𝑖−𝑤+1  

Calculate the allocated privacy budget 휀𝑖 = 휀𝑟 × (1 −
𝐼

𝑤
) ∙ ln(𝐼 + 1) 

�̃�𝑖 = �̃�𝑖 + 𝐿𝑎𝑝(
∆𝑓

𝜀𝑖
)  

Release its Perturbation value �̂�𝑖 

         Else i is not a sampling point, release predictive value 𝑆𝑖 

Return �̂�𝑖 ∪ 𝑆𝑖 = �̃� 

 

4 EXPERIMENT 

The hardware environment of the experiment is A10-7300 Radeon R6, 10 Compute Cores 4C+6G 

1.90GHz, 8GB memory, and the software environment is Windows 10 operating system, 

implemented by java. This article uses the average relative error and the average absolute error: 

MAE = ∑
|𝐷(𝑟)−𝐷′(𝑟)|

|𝑅|𝑟∈𝑅  (17) 

MRE = ∑
|𝐷(𝑟)−𝐷′(𝑟)|

|𝑅|∗𝐷(𝑟)𝑟∈𝑅  (18) 

Among them, 𝐷(𝑟) is the original data stream, 𝐷′(𝑟) is the data stream after interference, and 

R is the set of all timestamps. 

Because the method similar to ours is ADP [11], we compare it with the ADP method in the 

experiment. In the experiment, we set a different privacy budget ε and compare the average relative 

error and absolute error of the two methods. As shown in the figure below, privacy The budget ε 

ranges from 0.1 to 1. From the results, we can see that as the privacy budget increases, the average 

error and absolute error gradually become smaller. This is because as the privacy budget increases, 

the amount of noise added according to the Laplace mechanism decreases and the corresponding 

error decreases, and the usability increases. 

 
Figure: 2. MAE under different privacy budgets  
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Figure:3 . MRE under different privacy budgets  

 

Comparison of sampling algorithms. In order to compare the sampling performance of our 

proposed prediction model, we replaced the PID sampling method in [11] with our data prediction 

sampling, and compared the published results error. 

 

 

Figure: 4. MAE under sampling algorithm 

 
Figure:5 . MRE under sampling algorithm 

Because the sampling result of the sampling algorithm directly affects the budget allocation, it can 

be seen from the utility of the data release that the performance of our sampling algorithm is better 

than ADP. 

 



Xiong LIU and Haiqing LIU 
 

52 

5 CONCLUSION 

In view of the large amount of sensitive data that needs to be released in the V2G network, we have 

studied the differential privacy data release algorithm. In this paper, we propose a combined data 

prediction model, and then sample the data based on the data prediction, and consider the dynamic 

changes of the data to be more adaptable to reality Scenes. Finally, the experiment shows that our 

method is superior to the existing methods, and it improves the utility of the data under the protection 

of privacy. 
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